Abstract-The problem of determination of maxima distribution laws of full differentials and linear bias of block symmetric ciphers as substitution transformations is considered. Well-known theoretical results, published in literature, are given, as well as experiment results on making the laws of maxima distribution of full differential transitions and maximum biasess of linear hulls for reduced cipher model from Belorussian standard and cipher Kalina, which practically confirm theoretical calculations, are presented. The results testify that maximum values of differential and linear probabilities are concentrated close to their average values and for evaluation of indexes of cipher provable security it's enough to make a test of proximity of differential and linear cipher indexes, received for one arbitrarily taken cipher key corresponding to indexes of random substitutions.
I. INTRODUCTION
This paper deals with a new methodology of index evaluation of provable security in block symmetric ciphers [1] , according to which the properties of block symmetric ciphers can be evaluated on the basis of studying properties of their reduced models.
Here we want to remind one of the central theses of this methodology which is formulated as a statement:
All modern block ciphers 1 after a certain number of cycles independently of those used in S-blocks ciphers (here we don't mean their degenerated designs) acquire the properties of random substitutions, i.e. according to their combinatorial indexes (the number of inversions, increases and cycles) as well as according to the laws of transition table distribution of XOR differences (full differentials) and the distribution laws of bias linear approximation tables (linear hulls) they repeat the corresponding indexes of random substitutions. As a result the maxima values of full differentials and linear hulls meanings can be determined by calculations from the formulas for the distribution laws of transition probabilities for XOR taHere the cipher DES is not considered as a modern one because the transition to the random substitution is performed for separate cipher keys in 16 cycles because of the presents of 0-type characteristics.
bles and bias tables of linear approximations of appropriate random substitutions.
Herewith, the test of random indexes of large ciphers can be performed on the basis of the development and further analysis of random indexes of reduced models, permitting to make calculating experiments in acceptable (real) term.
This result is tested on a great number of reduced and large models of many modern ciphers [2-10 and others] .
The experiments made however are tied to the limited set of encryption keys. Nevertheless, on the basis of these results the conclusion was made that cipher security indexes can be determined not by the averaging method over the set of keys but on the basis of maxima determination of differential and linear probabilities for any (one) arbitrarily taken cipher key.
We also recall that using this approach the evaluation of block symmetric cipher security indexes is proposed to do not with the help MADP (Maximum Average Differential Probability) and MALHP (Maximum Average Linear Hull Probability), as it is done in a great number of publications, but with the help of AMDP (Average Maximum Differential Probability) and AMLHP (Average Maximum Linear Hull Probability) which, as shown in paper [11] are more suitable to the problem solved.
In this paper we want to substantiate the validity of the conclusion, already presented in a number of works [2] [3] [4] [5] [6] [7] [8] [9] [10] that the block symmetric ciphers security against differential and linear attacks really can be determined not by the averaging method over a set of keys but on the basis of maximum determination of differential and linear probabilities for any (one) arbitrarily taken cipher key permitting too convince that maximum values of full differentials and cipher linear hulls coincide with the corresponding indexes of random substitutions.
The general approach to solving this problem is to study the behavior of cipher transformation on the whole set of cipher keys. Experimentally this approach is based on the evaluation with the help of computing experiments the maximum values of full differentials and linear hull biass for reduced cipher models for the whole set of cipher keys (the reduced cipher models permit to do it) and the determination of maximum experimentally obtained values and their number for the whole set of differential and substitution linear table as the ciphers themselves are considered.
Mathematically, this problem casts to the maximum distribution study on a great number of independent The first part of the paper gives theoretical foundations, which are the basis of determination of the maxima distribution laws of a great number of random independent values which are concretized for the distribution laws of independent values: Puasson and normal. The second part gives computational experiment results on the determination of distribution laws of maxima transition tables of full differentials and bias maxima of table linear approximations of reduced cipher models on an example of a new Belorussian cipher and cipher Kalina. At the end of the paper the discussion of the results obtained is given.
II. DISTRIBUTION OF MAXIMUMS
First of all we will be interested in mathematical aspects of solving the problem set.
Today, as it is turned out, there is a developed mathematical tool which solves this problem theoretically. We mean the paper [12] which has the appendix in which there is an appropriate material which we will use.
In the first part we will give our appendix translation from the paper which contains theoretical data which constitute the essence of the developed approach. The material of this appendix will be the basis on which we will build and validate our results. Further the translation itself of the part the appendix from the paper [12] , which has the same name with this part of paper, is given.
Consider the case when all the values of the large number of independent random variables x have just the same distribution. We will consider that their distribution densities decrease exponentially at large meanings of x. 
with ) (X f  function which grows sub-exponentially. From order statistics [13, 14] it is known that integral distribution of maximum number of variables is the product of the integral distributions of these variables. Thus we have:
We can approximate the function ) (
(as the authors of the paper [12] note) by linear function near the point where the function is close to zero. Let a be the solution of equation
This distribution is well studied in the theory of probabilities, as it is marked in [12] and is known as the extreme values distribution, Fisher-Tippett distribution or logWeibulla distribution [13, 14] . The corresponding density is depicted in fig. 1 , taken from [12] . Its peak is a and its width is proportional to b. This distribution has mathematical expectation μ(X) = a + bγ с γ ≈ 0,58 and devia-
Notes that the validity of expression (3) depends on the quality of linear approximation ) (x f near the point (а,0). Figure. 1. An extreme value distribution when a = 0, b =1.
III. MAXIMUM OF X WITH POISSON DISTRIBUTION
If maximum is taken using variables with Poisson distribution, we must take into account discrete character of the last. However, we can obtain expressions for average and standard maximum deviation, if we bring closer Poisson distribution by continuous function. We can obtain the expression for function f(x) and use it for search for values a and b. Then:
For i >> λ, this expression permits close approximations [13, 14] as: Then we use Stirling approximation for factorial [13, 14] and we will get the following expression for function ) (i f :
If we abstract the fact that i must be integer we can calculate the parameter a by solving the equation:
or, that is equivalent to:
which may be solved iteratively. Derivative ) (i f is determined by:
Denoting solution a and using condition a >> λ, we get:
It follows, that if a is much more than λ, standard deviation becomes less than 1.
As maximum distribution is discrete, the small value of standard deviation results in distribution concentrating in two integers close to a.
II.II. MAXIMUM OF X WITH NORMAL DISTRIBUTION
Now consider a particular case for variable x with standard normal distribution. Following [12] , In this case
For large values x, this integral law will be close to [2, 3] :
Thus we can get the following expression for the func-
Parameter s a (subscript s for standard) is the solution of the equation:
which can be solved iteratively, not paying attention to the right member in the first iteration. The derivative f(x) is determined as:
and therefore,
Roughly, maximum has distribution with average value 1,17 y and standard deviation 1,11 / y . Now we can find values a and b for any normal distribution with average μ(X) and standard deviation σ changing for х on
b = σbs.
The above theoretical results are the ones that we will be guided by the experiments.
III. THEORETICAL AND EXPERIMENT EVALUATION OF MAXIMUM DISTRIBUTION OF FULL DIFFERENTIALS OF CIPHERS MINI VERSIONS.
Let's give theoretical evaluation of maximum values of total differentials of mini cipher with 16-bit input and 16-bit master key.
As shown in [15, 16] , the laws of distribution of transitions XOR cipher tables mini asymptotically repeat a law conversion XOR distribution table of random permutations, which just obeys Poisson law [16] . Even at the level presented in [2] [3] [4] [5] [6] [7] [8] [9] [10] experiments performed to a limited set of encryption keys, it is seen that the results are practically independent of the use-played keys (for different keys, we have one and the same distribution of transitions, and the keys only affect distribution of one and the same set of transitions within the differential table of ciphers).
In our case power of the set of random variables is equal to the number of differential table cells without null string and zero column i.e. We have already noted that, since the distribution of the maximum of the discrete, the low value of the stand- However, the formation of an integral of the distribution of the maxima of a random permutation of the differential table (3) we find that the expectation value 20 does not suit us, because in this case the number of peaks excluded is 18 (the probability of such values obtained almost zero, while the experiments show that this value is one of the most likely). Therefore, further calculations will be carried out for the value of a = 9 (this correction is permissible under and simplifications used to rounding.) 
The results of calculations by formula (19) is in good agreement with experimental results for random permutations, presented in our paper [4] . In the right column of the table 2 the results for reduced model of Byelorussian cipher, obtained from the experiments, are presented. From presented results it follows that maximum maximorum value for reduced cipher models equals 26. This value, practically, doesn't differ from average maximum of differential substitution tables. Thereby we confirm the statement (proposed in [3] and other papers) that evaluation cipher provable resistance can be made on the basis of maximum value of differential and linear probabilities obtained for one (any) cipher key.
The results obtained testify about rather good coincidence of theoretical and experimental results. Note that similar results were obtained by us and for other reduced cipher models (Kalina, Mukhomor, Rijndael and others).
IV. THEORETICAL AND EXPERIMENTAL EVOLUTION OF DISTRIBUTION OF DEVIATION OF MAXIMUMS OF LINEAR CORPS OF CIPHER MINI VERSIONS
Consider then what we get for distribution of deviation maximums reduced to 16-bit size of cipher model inputs.
In this case we will take as the basis approximation of the law of random substitution deviation (cipher) as a normal law, proposed in the paper [12] .
According to the results of our work the theorem is true (with some our changes in designations):
Theorem. For random n-bit substitution with n > 5 disbalance Imv(v.u 
(20)
In our case disbalance is the bias of linear approximation table.
Using (14) , for substitution of power 16 2 we will obtain (in this case a set of random variables 32 2 16 2 ) 1 2 (   , i.e. again y = 32): In this case we need to do a small correction will result, focusing on the experimental data. We will consider the value s a = 6.33, respectively, and
(here we are already accounted for the results of this experiment, presented in Table. IV). Then, to have a degree 16 2 of substitution and 
Table IV presents the results of calculations by defining distribution maximum values of linear hulls on the basis of the integral probability distribution law (24).
The presented results show that in this case the experimental data are close to the data calculated theoretically. Again, we can conclude that, in determining performance demonstrable resistance is possible to do a lin ear probability values obtained for the individual (any) key encryption.
Note that the results of previously performed theoretical and experimental evaluation of the values of the maximum biases of the linear approximation table random permutation of degree 16 2 equal to 748 (estimated) and 720 (experiment) [18] .
We see that in this case is almost the same as the results of experiments results. We now estimate the maximum values of the full differentials and linear hulls for 128-bit encryption Note that the results of previously performed theoretical and experimental evaluation of the values of the maximum biases of the linear approximation table random permutation of degree 16 2 equal to 748 (estimated) and 720 (experiment) [18] .
We see that in this case is almost the same as the results of experiments results. We now estimate the maximum values of the full differentials and linear hulls for 128-bit encryption
V. DISTRIBUTION OF THE MAXIMUM DIFFERENTIAL AND BIAS FOR THE 128-BIT ENCRYPTION
Here we can only make a theoretical estimate of the expected results.
By analogy with the above we present first the solution of (18) by linear search. 
Examples of calculations based on this formula illustrated in Table. VI. The presented results show that in this case, would be the most severe (more likely) the two values of the maxima: 98 and 100. The remaining value of the maximum, which in this case is a representative set to be significantly less likely.
Based on the fact that the total number of cells in a differential table for 128-bit encryption (2 128  1) 2 = = 1,1579208923731619542357098500869e+77, we can conclude that the expected value of the largest maximum will be close to 192.
In assessing the strength of ciphers to differential cryptanalysis attacks can focus on the maximum value obtained for a chance to take a key encryption, which leads to the resulting probability. For the linear approximation table 128-bit encryption, we have (see Table VII This leads to the conclusion that the value of the maximum displacement will be concentrated around the value of 2
62
, and the maximum linear probability come to value 
VI. CONCLUSION.
As the result of theoretical and experimental research made, the laws of maximum distributions (extreme distributions) XOR tables and bias tables of linear approximation transitions are established. In accordance with the results obtained for small cipher models we have come to the conclusion that practically all modern ciphers have rather small range of maximum changes of total differential and maximums of linear corps deviations so that it's possible to use the results of maximum differential probabilities and maximum linear probabilities calculated for arbitrarily taken (one) cipher key for evaluation of provable resistance indexes of these ciphers. It is confirmed experimentally that cryptographic transformations inherent SPN cipher designs (ciphers with square S-blocks), are balanced in the sense that the quality of transformations made by them practically doesn't depend on encryption keys.
For cipher as well as for random substitution of maximum differential values and linear halls maximums are not unexpected values. They obey to the integral law of distribution of extreme values of a set of independent random variables x, having one and the same distribution.
